GDPR Basic Awareness Printable Doc

1. GDPR updated

1. Title

Data

Protection /
GDPR ~_

Office of Cyber-Security A =<
& Information Assurance —D_ 0 @’
Aware Secure Resiliert

O o Shckyrys (ectraneogh as Soughys Fysserer

Published by Articulate® Storyline www.articulate.com



http://www.articulate.com/

1.2 learning outcomes
Learning Outcomes

By the end of this training you will:

Have developed an understanding of what GDPR is

“l

Be able to explain what Data Protection means for you,
and what it means in practice

1[

Be aware of who does what in relation to GDPR
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1.3 What is GDPR

What i1s GDPR?
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1.4 What does data protection mean to me?

What does Data Protection mean for us?

Tell us if it's going to be

shared with anyone else Only collect and keep the
ersonal data necessary to
omplete the transaction

Keep accurate records and
dispose of them securely
when they are no longer
needed
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1.5 Why do I need to understand this?
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1.6 Why do I need to understand this 3?

A
-

"/(-A

In our role, working for the
Isle of Man Government, we
0 need to play our partin
king sure that any personal
a we process is treat
‘same way that we e
own data to be treat
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1.7 Why do I need to understand this 2 ?

To ensure that organisations on the Isle of
Man take their responsibility seriously, failure
to comply with GDPR requirements could lead
to heavy fines or sanctions and serious
ranutatinng| damage to the organisation.
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1.8 What do I need to know? What is Personal Data?

What do | need to know? What is Personal Data?
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1.9 What is personal data

What do | need to know?

What is Personal Data?

Personal

Identifiable Individual
Data
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1.10 Reminder

—— Y

Reminder
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1.11 data protection impact assessments 2

Data Protection Impact Assessments
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1.12 Data protection impact assessments

Data Protection Impact Assessments

1.13 Pick Many

(Pick Many, 10 points, 1 attempt permitted)
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Based on the information you have just read which of these
images below do you think contains personal data?

Click on all that apply

Dear Sir,

I don't think Joe Bloggs
should get a promotion as

he is bad at his job.

CONFIDENTIAL
H MR Manager
M ed ica I Governmaent Offices
rec Ords Bucks Road

Douglas
Isleof Man

ié,\ i 108
Correct Choice
X Group
1
X Picture 3
X computer new

Feedback when correct:

That's right!

All of these items have an identifier on them — either direct or indirect: The Medical Record has
a Medical ID; the email, although not factual, is clearly an opinion of a person; and the envelope

refers to the ‘HR Manager’ with their address.
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Feedback when incorrect:

All three of these are examples of personal data; the Medical Record has a Medical ID; the email,
although not factual, is clearly an opinion of a person; and the envelope refers to the ‘HR

Manager’ with their address.

Correct (Slide Layer)

Based on the information you have just read which of these
images below do you think contains personal data?

Click on all that

Correct

That's right!

All of these items have an identifier on them - either direct or
indirect: The Medical Record has a Medical ID; the email,

although not factual, is clearly an opinion of a person; and the
envelope refers to the ‘'HR Manager with their address. DENTIAL

Medic:
record
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Not quite! (Slide Layer)

Personal Data

Not quite!

All three of these are examples of personal data; the
Medical Record has a Medical ID; the email, although
not factual, is clearly an opinion of a person; and the
envelope refers to the ‘HR Manager' with their address.

i Submit v
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1.14 6 principles

What do | need to know?

Principle 1
Lawful, Fair and
Transparent
Principle 2
Purpose
Limitation

Principle 6
Kept Secure

Principle 7
Accountability

Principle 5 Principle 3
_StqragG Data
Limitation Minimisation

Principle 4
Accuracy
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1.15 Principle 2

Principle 2: Purpose Limitation
A = & e
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1.16 Principle 1

Principle 1: Lawful, fair and transparent
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1.17 Principle 3

Principle 3: Data Minimisation
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1.18 Principle 7

Principle 7: Accountability
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1.19 Accountabillities Controllers and Processors

That's right!

They are also liable for any
breach of data protection or
npliance with GDPR,
Id be fined up to £1

Ppa—— O 8 8
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1.20 Principle 1

Principle 1: Lawful Processing

Consent

Vital

Contract Interests

Legal

i K.Y
Obligation il ,

" Legitimate
Interests
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Consent (Slide Layer)

Principle 1: Lawful Processing

\ o

Consent \ Where an individual has agreed to you processing the data

Interests

Legal :
Obligation Public Task .

/ Legitimate
Interests
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Contract (Slide Layer)

Principle 1: Lawful Processing

Consent

Contract XS you have, or are going into, a contract

FUAaNT. faon r

Obligation

/ Legitimate
Interests
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Legal Obligation (Slide Layer)

Consent

Contract
'/
/"

/

/.

Legal
Obligation

"\ Where there is a legal obligation, for example

completion of tax return
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Vital Interests (Slide Layer)

Principle 1: Lawful Processing

Consent

vital Processing information that could
Interests assist in 3 “life or death” situation

Contract
' Legal
Obligation

FuaMIIL. TEon L 8

/ Legitimate
Interests
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Publlic Task (Slide Layer)

Consent

/ Vital
Typically this would impact upon authorities, usually
to perform a public task that is set out in legislation or
common law such as:
» Parliamentary Functions
= Government Functions
= Administration of Justice

Public Task '

/ Legitimate
Interests
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Legitimate interests (Slide Layer)

Consent

Vital

Contract Interests

Legitimate interests is where you use people’s data in ways that ° /

they would reasonably expect.

The interests can be your own, or that of third parties and Legitimate

normally includes steps to:

* Prevent fraud, ensure network and information security or Interests
indicate possible criminal acts or threats to public security

* Please note that legitimate interest cannot be used for Public Authorities
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1.21 controllers

Who is responsible for ensuring compliance with GDPR?

Who are Controllers?
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1.22 Principle 5

In summary, this principle requires us to:

Not keep personal data for longer than is needed

Consider, and be able to justify, how long we
keep personal data

Publish our standard retention periods (also
known as a retention schedule)

Periodically review the data we hold and erase or
anonymise it when we no longer need it

Allow individuals the right to ask for the data to
be erased if it is no longer needed

=== O 5 8
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1.23 Principle 4

Principle 4: Data Accuracy
A & :
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1.24 Principle 6

Principle 6: Kept Secure (Data Security)

Physical security Computer Security
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1.25 Processing

What is meant by processing personal data?
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1.26 processing

Processing
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1.27 Right to access personal data

Right to Access Personal Data
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1.28 Special Categories of data

Special Categories of Data
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1.29 Public records office requirements

Public Records Office Requirements
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1.30 Right to access personal data

Right to Access Personal Data
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1.31 data breaches

Data Breaches

1.32 Matching Drop-down

(Matching Drop-down, 10 points, 1 attempt permitted)
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Based on the information you have just read, match the incident
to the data breach that it would lead to

A receptionist at a health centre reading a

A A Unauthorised access to data
friend’s medical records

A flood in an archive store Accidental destruction of data

Losing your wo.rk rpoblle phone or laptop P
and not reporting it
Sending an email containing personal data

ol > : % Unauthorised disclosure of data
to a recipient who is not entitled to see it

Updating your neighbour’s job application

. Alteration of data
with the correct address

A O 8
Correct Choice
A receptionist at a health centre reading a Unauthorised access to data
friend’s medical records
A flood in an archive store Accidental destruction of data

Losing your work mobile phone or laptop and Loss of data

not reporting it

Sending an email containing personaldatatoa Unauthorised disclosure of data

recipient who is not entitled to see it

Updating your neighbour’s job application with  Alteration of data

the correct address
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Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

You did not make the right selection.

Click continue to see the correct answers.

Correct (Slide Layer)

Data Breaches

Correct

That's right! You selected the correct response.

Alteration of data

Submit
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Incorrect (Slide Layer)

Data Breaches

Incorrect

You did not make the right selection.

Click continue to see the correct answers.

Alteration of data
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1.33 Data breaches quick quiz

Data Breaches Quick Quiz Answer
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1.34 Controllers and processors

Who is responsible for ensuring compliance with GDPR?

| am a Controller.

Click here to find out
what that means, and
what | do

| am a Data Processor.

Click here to find out what
that means, and what | do.
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1.35 accountabilites

Did you know, under GDPR
controllers and processors
have a responsibility to
ensure the security of the

: personal data they process?
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1.36 data processors

Under GDPR they are known as Data Processors
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1.37 additional terminology

What do | need to know?
Additional terminology - click on each box to find out more

Published by Articulate® Storyline www.articulate.com



http://www.articulate.com/

1.38 Data protection

The images below represent You, Your department, your Data
Protection Officer, OCSIA, Attorney General's Chambers and
Information Commissioner
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1.39 Information commissioner

Information Commissioner

Published by Articulate® Storyline www.articulate.com



http://www.articulate.com/

1.40 Attorney General's chamber

Attorney General’s Chambers
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1.41 you
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1.42 your department
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1.43 OCSIA
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1.44 DPO
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1.45 Summary
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1.46 Quiz title

1.47 What does GDPR stand for?

(Multiple Choice, 10 points, 1 attempt permitted)
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What does GDPR stand for?

Submit

X General Data Protection Regulation

Guidance Document for Protecting Residents

Good Data Provision Rules

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

You did not select the correct response.
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Correct (Slide Layer)

What does GDPR stand for?

Correct

That's right! You selected the correct response.
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Incorrect (Slide Layer)

What does GDPR stand for?

Incorrect

You did not select the correct response.

1.48 When did GDPR come into force?

(Multiple Choice, 10 points, 1 attempt permitted)
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When did GDPR come into force?

2012

2008

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

You did not select the correct response.
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Correct (Slide Layer)

When did GDPR come into force?

Correct

That's right! You selected the correct response.

Submit
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Incorrect (Slide Layer)

‘When did GDPR come into force?

Incorrect

You did not select the correct response.

Submit

1.49 In the Isle of Man, what is the maximum penalty for failing to comply

with GDPR? Click on the correct option

(Hotspot, 10 points, 1 attempt permitted)
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In the Isle of Man, what is the maximum penalty
for failing to comply with GDPR? ciick on the correct option

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

You did not select the correct response.

Published by Articulate® Storyline www.articulate.com



http://www.articulate.com/

Correct (Slide Layer)

In the Isle of Man, what is the maximum penalty
for failing to comply with GDPR? ciick on the correct option

Correct

That's right! You selected the correct response.
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Incorrect (Slide Layer)

In the Isle of Man, what is the maximum penalty
for failing to comply with GDPR? ciick on the correct option

Incorrect

You did not select the correct response.
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submit button (Slide Layer)

In the Isle of Man, what is the maximum penalty

(] failing tocom plYWith GDPR? Click on the correct option

T

1.50 True or false: Accidentally shredding a customer’s personal data can

be seen as a potential data breach?

(True/False, 10 points, 1 attempt permitted)
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True or false: Accidentally shredding a customer’s
personal data can be seen as a potential data breach?

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

You did not select the correct response.
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Correct (Slide Layer)

True or false: Accidentally shredding a customer’s

personal data can be seen as a potential data breach?

Correct

That's right! You selected the correct response.
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Incorrect (Slide Layer)

True or false: Accidentally shredding a customer’s

personal data can be seen as a potential data breach?

Incorrect

You did not select the correct response.

T

1.51 What does GDPR do?

(Multiple Choice, 10 points, 1 attempt permitted)
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Gives us more control over our data and places
@ greater responsibility on organisations to be open and
transparent about how they use personal data.

Helps companies sell products to new customers

All of the above

/w_\ S vonven O 8
Correct Choice
X Gives us more control over our data and places greater responsibility on

organisations to be open and transparent about how they use personal data.

Helps companies sell products to new customers

All of the above

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

You did not select the correct response.
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Correct (Slide Layer)

What does GDPR do?

Correct

That's right! You selected the correct response.
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Incorrect (Slide Layer)

What does GDPR do?

Incorrect

You did not select the correct response.

== 38 [ S|

1.52 Data Controllers and Data Processors can be which of the following:

(Multiple Choice, 10 points, 1 attempt permitted)
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Data Controllers and Data Processors can be
which of the following:

Public bodies and private sectors

Submit

Charities and volunteers

X Both of the above

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

You did not select the correct response.
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Correct (Slide Layer)

Data Controllers and Data Processors can be
which of the following:

Correct

That's right! You selected the correct response.
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Incorrect (Slide Layer)

Data Controllers and Data Processors can be
which of the following:

Incorrect

You did not select the correct response.

1.53 When should you report a potential data breach to your Data

Protection Officer?

(Multiple Choice, 10 points, 1 attempt permitted)
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When should you report a potential data breach
to your Data Protection Officer?

Submit

X Immediately — they only have 72 hours to report it to the Information Commission

You don’t need to - they’ll contact you if needed

Within 5 working days

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

You did not select the correct response.
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Correct (Slide Layer)

When should you report a potential data breach
to your Data Protection Officer?

Correct

That's right! You selected the correct response.
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Incorrect (Slide Layer)

When should you report a potential data breach
to your Data Protection Officer?

Incorrect

You did not select the correct response.

1.54 Which of the following would be classified as personal data?

(Multiple Choice, 10 points, 1 attempt permitted)
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Which of the following would be classified as
personal data?

Name, address, health data

Submit

Biometric data, criminal history, religion

X All of the above

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

You did not select the correct response.
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Correct (Slide Layer)

Which of the following would be classified as
personal data?

Correct

That's right! You selected the correct response.
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Incorrect (Slide Layer)

Which of the following would be classified as
personal data?

Incorrect

You did not select the correct response.

1.55 Drag and Drop

(Drag and Drop, 10 points, 1 attempt permitted)
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A Data Subject Access Request is a request from an individual for
the information relating to them.

They must submit their request in writing. Is this true or false?

Submit

Tick False

Snap dropped items to drop target (Stack random)

Delay item drop states until interaction is submitted

Feedback when correct:

That's right! You selected the correct response.
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Feedback when incorrect:

You did not select the correct response.

Correct (Slide Layer)

A Data Subject Access Request is a request from an individual for
the information relating to them.

They must submit their request in writing. Is this true or false?

Correct

That's right! You selected the correct response.

Submit
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Incorrect (Slide Layer)

A Data Subject Access Request is a request from an individual for
the information relating to them.

They must submit their request in writing. Is this true or false?

Incorrect

You did not select the correct response.

|[Csswi

1.56 Which of the following are examples of processing personal data?

(Multiple Choice, 10 points, 1 attempt permitted)
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Which of the following are examples of
processing personal data?

Submit

Collecting information with an online form to provide a service

Sharing documents or records with another department

X All of the above

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

You did not select the correct response.
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Correct (Slide Layer)

Which of the following are examples of
processing personal data?

Correct

That's right! You selected the correct response.
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Incorrect (Slide Layer)

Which of the following are examples of
processing personal data?

Incorrect

You did not select the correct response.

1.57 Who is the regulator in the Isle of Man responsible for monitoring

and enforcing data protection law? Select the correct answer below

(Pick One, 10 points, 1 attempt permitted)
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Who is the regulator in the Isle of Man
responsible for monitoring and enforcing data
protection law? select the correct answer below

information

ommissione
Barrantagh Fysseree

X Info commissioner

The Attorney General’s Chamber

The Data Controller

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

You did not select the correct response.
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Correct (Slide Layer)

Who is the regulator in the Isle of Man
responsible for monitoring and enforcing data
protection law? select the correct answer below

Correct

That's right! You selected the correct response.
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Incorrect (Slide Layer)

Who is the regulator in the Isle of Man
responsible for monitoring and enforcing data
protection law? select the correct answer below

Incorrect

You did not select the correct response.

Submit

1.58 GDPR is based on 7 principles.

Which of the following is NOT a principle?

(Multiple Choice, 10 points, 1 attempt permitted)
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GDPR is based on 7 principles.
Which of the following is NOT a principle?

Submit

Data must be kept secure

Data must be kept accurate

X GDPR allows for unlimited retention periods

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

You did not select the correct response.
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Correct (Slide Layer)

GDPR is based on 7 principles.
Which of the following is NOT a principle?

Correct

That's right! You selected the correct response.
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Incorrect (Slide Layer)

GDPR is based on 7 principles.
Which of the following is NOT a principle?

Incorrect

You did not select the correct response.

Submit !

1.59 Your department is considering launching a new online app for the
provision of a service and you think that you might need to conduct a

Data Protection Impact Assessment.

Who should you contact for advice?

(Hotspot, 10 points, 1 attempt permitted)
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W

A== O 8 8

Feedback when correct:
That's right! You selected the correct response.
Feedback when incorrect:

You did not select the correct response.
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Correct (Slide Layer)

Correct

That's right! You selected the correct response.
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Incorrect (Slide Layer)

Incorrect

You did not select the correct response.
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submit button (Slide Layer)

..

1.60 Results Slide

(Results Slide, 0 points, 1 attempt permitted)
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Results

Review Quiz Retry Quiz Finish Course

1.47 What does GDPR stand for?

1.48 When did GDPR come into force?

1.49 In the Isle of Man, what is the maximum penalty for failing to comply with GDPR? Click on

the correct option

1.50 True or false: Accidentally shredding a customer’s personal data can be seen as a potential

data breach?

1.51 What does GDPR do?

1.52 Data Controllers and Data Processors can be which of the following:
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1.53 When should you report a potential data breach to your Data Protection Officer?

1.54 Which of the following would be classified as personal data?

1.55 Drag and Drop

1.56 Which of the following are examples of processing personal data?

1.57 Who is the regulator in the Isle of Man responsible for monitoring and enforcing data

protection law? Select the correct answer below

1.58 GDPRis based on 7 principles.

Which of the following is NOT a principle?

1.59 Your department is considering launching a new online app for the provision of a service

and you think that you might need to conduct a Data Protection Impact Assessment.

Who should you contact for advice?

Result slide properties

Passing 80%

Score
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Success (Slide Layer)

7

Review Quiz Retry Quiz Finish Course

——a = )
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Failure (Slide Layer)

X

Review Quiz Retry Quiz Finish Course

——a = )
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1.61 Thank you

Thank You

Further courses on this subject will be available in the near future
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